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This brief provides an overview of the critical 
considerations when undertaking evidence 
generation using geospatial technologies. It is 
supplemented by a checklist that may be used to 
support reflection on the ethical use of geospatial 
technologies. This brief is based on a more in-depth 
discussion paper which provides further guidance 
and tools and is accessible here. 

INTRODUCTION 
Geospatial technologies have transformed the way we 
visualize and understand situations. They are used to 
acquire, manipulate, store and visualize geographical 
information,1 including information on where 
individuals, groups and infrastructure are located in 
time and space. 

For development and humanitarian based organizations 
like UNICEF, the value of these technologies includes 
the ability to collect and process real-time information 
from places that are hard to reach or navigate such as 

1 Dempsey, C., ‘What is the Difference Between GIS and Geospatial?’ GIS Lounge, 14 January 2014, available at www.gislounge.com/difference-gis-geospatial

2 including satellite technologies and unmanned aerial vehicles with electro-optical, infrared, multispectral or hyperspectral sensors

3 Gilman, D., ‘Unmanned Aerial Vehicles in Humanitarian Response’, OCHA Policy and Study Series 10, June 2014.

4 For the purposes of this brief, data includes both coordinate and visual data. 

dense forest, conflict zones, or where environmental 
disasters are occurring or have occurred. Geospatial 
technologies such as remote sensors2 provide an 
invaluable aid in visualizing hard to reach or dangerous 
locations. They provide a means to safely identify the 
scale of damage from disasters and conflicts or the 
pace of recovery. They can be and are used to facilitate 
the monitoring of the distribution of goods such as 
tarpaulins or tents, to identify and analyse temporary 
settlements and to track the displacement or movement 
of people.3 They are also used in disaster management 
to model potential environmental impacts enabling 
more targeted planning.

Geographic information system (GIS) software is 
capable of analysing and visualizing large quantities of 
data inputs to identify correlations, trends and patterns 
in relation to geographical location. The data used 
for this modelling and, frequently, the analysis of this 
data may be provided and undertaken by social media 
and telecommunications organizations, providing 
a relatively cheap means to generate evidence, 
particularly for larger geographical areas. Further, 
analysing databases of this magnitude can provide 
insights that could not previously be gleaned using 
traditional off-line data collection.

The advantages of geospatial technologies and 
resulting data4 however, also present ethical dilemmas 
such as privacy and security concerns as well as 
the potential for stigma and discrimination resulting 
from being associated with particular locations. As 
a global agency responsible for upholding the rights 
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of children, UNICEF needs to ensure the protection 
and respect of these rights in all that we do. While 
the data collected and used may not always be 
differentiated or categorized by age, there is no doubt 
that children and their communities are both explicitly 
and implicitly captured within the use of these 
technologies and data. 

Therefore, the use of geospatial technologies and 
resulting data needs to be critically assessed through 
an ethical lens prior to implementation of programmes, 
analyses or partnerships. Using this lens requires 
not only explicit consideration of potential negative 
consequences of adoption but also clear articulation 
of the specificities of contexts and conditions under 
which benefits may be realized. It should be noted that 
some of the ethical considerations relate specifically 
to the data itself, and indeed to the use of big data, 
whereas some of the issues are also relevant to all data 
collection both off and online.

This brief outlines considerations that should 
be taken into account when designing ethically 
responsible programmes that use geospatial 
technologies. It also includes a checklist of questions 
that can be consulted when reflecting on the 
ethical use of geospatial technologies for evidence 
generation. This checklist should be considered 
in consultation with relevant stakeholders and 
experts to ensure that UNICEF and the communities 
that it serves are able to reap the benefits of these 
technologies, while also protecting children and 
communities. 

WHAT TO CONSIDER WHEN USING 
GEOSPATIAL TECHNOLOGIES AND THE 
RESULTING DATA FOR ETHICAL EVIDENCE 
GENERATION?
The key ethical considerations with respect to using 
geospatial technologies for evidence generation, are: 

 
Reflecting on and maximizing the benefits

 � Be clear as to how the data collected or the mapping 
undertaken using geospatial technologies will 
specifically address or concretely inform policy, 
programming or advocacy needs within the local 
context. 

 � Assess the benefits of using geospatial technologies 
for data collection in the context of pre-existing 
information sources and/or the viability and 
resource implications of alternative data collection 
mechanisms. 

 � Collect evidence wherever available identifying 
the explicit benefits of the technologies and the 
appropriateness of the data collection method.

 � Collect only data that is necessary. To the greatest 
extent possible, reflect on and plan for the data 
collection within strategic planning processes. 

 � If third party data or consultancy expertise is to be 
used, ensure that a non-disclosure agreement is 
included in the procurement process and that experts 
are briefed on UNICEF’s ethical procedures and 
requirements pertaining to privacy.

 � Ensure that there are sufficient numbers of 
qualified staff and/or time and resources to produce 
meaningful and timely information.  

 
Ensuring privacy and security

 � Acquire consent where relevant and feasible. If the 
project is likely to capture personally identifiable 
data, informed consent should, wherever possible 
and feasible, be obtained in advance.  If this is not 
possible, information on the project should, at a 
minimum, be provided on the organization’s or 
office webpage and/or the landing page on social 
media. 

 � When receiving secondary data, take into account 
data providers’ expectations regarding the privacy 
of data. Care should be taken in the use of this 
secondary data, reflecting on the context in which 
the data was collected, the nature of the population 
whose data is being analysed, the information 
used, the likelihood of identification of individuals, 
and the degree to which expectations of privacy 
can be met. 

 � De-identify personal data (including visual data) 
to the greatest extent possible and as soon as 
possible. Disaggregate geographical clusters to the 
strict minimum needed, adopt the weakest possible 
visible resolution (i.e. maximum useful distance for 
visual data), and remove identifying information 
and/or obscure visual details, while maintaining 
the usefulness and meaningfulness of the data for 
programme, policy and decision-making purposes. 

 � Consider using geomasking techniques to mitigate 
against re-identification of individuals in data sets 
produced. Discuss the value of geomasking for your 
project with the geospatial experts involved.

 � Review visual data as soon as possible to ensure that 
identifying information is not shared or made public. 
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 � Build in privacy by design. When developing a 
project involving geospatial technologies, ensure 
wherever possible that privacy concerns are 
identified and mitigated against in relation to 
the software used, the transmission channels, 
the storage built/used and the platforms for 
dissemination.  

 � Consider the privacy policies of third party geospatial 
data providers (such as social media services). When 
using third party data, consideration should be given 
to the privacy policies of the organization and their 
implications including (where relevant): 

- Anonymization and aggregation of data provided 
by the third party

- Safe transmission mechanisms for data (e.g. 
encryption used at all times when data is being 
sent from one party to the other)

- Whether there are clear conditions evidencing 
respect for individuals’ rights relating to their 
data. This could include consent arrangements 
for non-operational use of data, notification of 
potential sharing of data (including information 
about with whom it may be shared), right to 
removal of personal data from data sets, etc. 

 
When deciding (a) whether to use the third party 
data and (b) whether it is feasible or appropriate to 
create an MoU to ensure privacy and security in the 
transfer and receipt of data or analysis.

 � Wherever possible only de-identified geospatial data 
should be accepted from third in place. 

 � If deciding to proceed with a partnership to accept 
geospatial data from third parties, then measures 
should clearly be taken to publically acknowledge the 
nature of any partnership and the safety measures 
taken to protect the privacy of those whose data has 
been used. 

 � Carefully consider the risks, benefits and alternatives 
if the potential partner is incorporated or subject to 
the legislation of a country with broad surveillance 
powers and a history of (a) gross violations of 
individual privacy and/or (b) interrupting national 
access to media channels including social media. 
In other words, consider the reach of the relevant 
government in terms of access to or blockage of 
use of technologies. In these instances, limit the 
information collected to that which you would 
comfortably share with the government. 

 � Establish an agreement/MoU with service providers 
or volunteer organizations clarifying arrangements 

for data sharing and personal identity protection 
arrangements including what procedures to follow if 
community consent is needed.

 
Understanding data risks and limitations

 � Understand potential limitations of the data. 
Limitations of the data could include: data gaps; 
groups or individuals that are included or excluded 
from the data (in light of the accessibility of 
various technologies, devices and the profiles 
and demographics of participants); merging of 
incompatible databases/data sets; inclusion of 
outdated data, etc. Any limitation of geospatial data 
(whether collected directly or indirectly through 
a third party) should be understood. Discussions 
should be had with data providers and data experts 
on these limitations in order to: 

- Understand whether the data is fit for purpose 
- Ensure that any findings are appropriately 

qualified with clear consideration of the 
implications of the limitations

- Ensure that recommendations based on findings 
are similarly qualified with clear consideration 
of the implications of the limitations   

 � Consider the possibility of discrimination against 
disadvantaged groups that are collectively 
associated with particular geographical areas. 
Correlations between particular populations in 
light of factors such as their geography and the 
relationship between location, poverty, gender 
and race may result in geographical trends and 
predictive models that discriminate against certain 
persons in relation to their access to services 
and opportunities. Where discrimination is a 
possibility, the use of social media data and its 
analysis should be reconsidered and/or findings 
carefully triangulated with other data sources and 
dissemination of these findings undertaken with 
utmost care. 

Assessing and managing the risks

 � Use a risk assessment framework. In light of 
privacy and security risks as well as potential data 
limitations, a risk assessment should be undertaken 
prior to adopting geospatial technologies for 
evidence generation or embarking on a partnership 
for the provision of data for GIS modelling from 
third parties. This requires an assessment of risk 
profiles relative to the potential benefits to relevant 
communities. The checklist provided in this brief 
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can be used as a very basic risk assessment tool. 
Other tools that may be useful include:

- A risk assessment tool created by the UN Data 
Privacy Policy Group that can be adopted and 
adapted

  http://unglobalpulse.org/sites/default/files/
Privacy%20Assessment%20Tool%20.pdf   

- The Information Accountability Foundation (2016) 
Big Data Assessment Framework and Worksheet
http://informationaccountability.org/wp-content/
uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf. 

 

 � Make contingency plans. Include in any risk 
assessment appropriate contingency plans in the 
event that (a) access to technologies or infrastructure 
is blocked or breaks down unexpectedly, (b) data is 
wiped out remotely, or (c) a privacy breach occurs. 

 � Consider providing training or tips on potential 
risks and protection strategies for individuals 
involved in crowdmapping exercises. Individuals 
should be informed about how to conduct 
themselves safely in the physical environment, 
the ethics and risks of capturing others in any 
photography used in the exercise, what types of 
sites should not be photographed or entered (e.g. 
certain government buildings or locations where 
criminal activity takes place), as well as on possible 
online risks.

 � Manage expectations in relation to assumptions that 
mapping areas will directly and immediately result in 
rectification of environmental hazards and restoration 
and rejuvenation of local areas.

Engaging communities in risk assessment and 
sharing of findings 

 � Collaborate with all relevant stakeholders to 
populate a risk assessment framework 

 � Share findings. Findings of the data should, wherever 
possible and appropriate (without compromising 
privacy or security), be shared with the communities 
involved. 

 
Using unmanned aerial vehicles (UAVs): Engaging 
communities and being sensitive to perceptions 

 � Ensure communication and engagement with the 
community prior to use of visible devices like UAVs 

5 Gilman, D., ‘Unmanned Aerial Vehicles in Humanitarian Response’, OCHA Policy and Study Series 10, June 2014. 

to prevent misunderstandings as to the nature of the 
device and the purpose of its use.

 � Launch and land a UAV from the location to 
be surveyed rather than remotely5 to highlight 
transparency in use and allow for an opportunity 
for appropriate explanations and dialogue with the 
community prior to implementation.

 � If a UAV landing is to be remote, ensure a recovery 
team is available at the remote site so that the UAV 
(and data collected) does not fall into the hands of 
the wrong people.

 � Unless absolutely necessary, use UAVs in natural 
disasters and more stable political contexts and 
avoid conflict settings given the potential negative 
political/military associations of UAVs and the 
consequent assumptions that may be made 
regarding affiliations and agendas.

 � Avoid recording information that would threaten the 
security of persons if intercepted. 

 
Legal considerations 

The specificities of the numerous applicable local and 
international legislation and regulations are beyond 
the scope of this paper.  Legal advice should always be 
sought from the organization’s legal office. However, 
the following issues should be kept in mind when 
designing and implementing a geospatial technology 
project:

 � The legal environment governing geospatial 
technologies is constantly evolving. The organization 
using UAV technologies should be aware of the 
applicable law and should design the project in such 
a way as to be consistent with this.

 � Any third-party service providers, contractors or 
implementing partners involved in the project should 
be required to comply with all applicable law.

 � National law in certain jurisdictions may set a lower 
standard than best practice or ethical considerations 
would warrant.  In such cases, implementing 
organizations and their partners should be guided by 
best practice or ethical considerations (as noted in 
this paper) and not just the minimal standards set by 
law. This may involve setting a higher standard for 
contractors than applicable law.

http://unglobalpulse.org/sites/default/files/Privacy Assessment Tool .pdf
http://unglobalpulse.org/sites/default/files/Privacy Assessment Tool .pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
http://informationaccountability.org/wp-content/uploads/IAF-Big-Data-Ethics-Initiative-Part-B.pdf
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Checklist for ethical use of geospatial technologies for evidence generation

The following are questions that need to be considered and reflected on in consultation with relevant stakeholders 
and experts to ensure that UNICEF is able to reap the benefits of these technologies while also protecting the 
children and communities that it serves. 

Tick  = 
Yes 
Cross = 
No

Questions Comments 

Identifying the benefits of using geospatial technologies for evidence generation

Have you considered the nature of the data that could be 
collected or mapped via these technologies and the potential 
demand for and use of this data within the context of current 
strategic planning? 

Can you clearly specify the benefits of using geospatial 
technologies for your particular purposes?

 Is this supported by the evidence (where available)?

Do you have staff with capabilities and expertise to responsibly 
lead and undertake the work and to develop, use, manage and 
analyse technologies and data in a timely and useful way?

Have you considered the availability and comparative utility of 
other data/information prior to collecting data via geospatial 
technologies or from third party providers?

Ensuring privacy and security

Have you reviewed data to ensure that individually identifiable 
information is removed or obscured?

Have you reflected on privacy and ensured the highest possible 
privacy conditions throughout each stage of the project?

Are you aware of the privacy policies of any organization whose 
data or platforms you are using? Including:

1. Anonymization and aggregation of data provided by a third 
party?

2. The nature and security of storage?

3. Whether provisions exist relating to individuals’ ownership of 
data. In the absence of these, clear and public disclosure should 
be considered with regard to use of this data?

1. Is the third party you are receiving data from domiciled in a 
country with broad surveillance powers?

2. If yes, have you considered the risks and benefits to the 
populations involved?

Understanding the data risks and limitations

Have you discussed with data providers and data analysts the 
value and limitations of the data?

Have you signed an agreement/MoU with service providers or 
volunteer organizations clarifying clear data sharing and people 
identity protection clauses – including what procedure to follow 
if community consent is needed?

Have you considered the potential for discrimination relating to 
individuals being geographically categorized? 

Have you considered the potential for discrimination resulting 
from the application of any machine learning algorithms?
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Tick  = 
Yes 
Cross = 
No

Questions Comments 

Assessing other potential harm

Have you made contingency plans in case:

1. Access to technologies or infrastructure is blocked or breaks 
down unexpectedly?

2. Data is wiped out remotely?

3. A privacy breach occurs?

Have you provided sufficient information or training for 
crowdmapping participants on potential risks and protection 
strategies?

Have you provided clear information to potential crowdmappers 
as to what will or will not be undertaken consequent to findings 
provided by crowdmapping?

Engaging communities 

Have you undertaken a consultative process involving all 
relevant stakeholders to produce a risk assessment framework?

If not, have you at a minimum informed (in the context of social 
media based programmes) relevant communities to let them 
know about the evidence generation programme?

Do you have a means by which community consent might be 
obtained from the target communities?

Do you have a means by which data findings can be shared with 
the target communities?

Assessing risks and mitigation strategies for geospatial data capture from unmanned aerial vehicles

Are you intending to use a UAV in a conflict zone/fragile state?

If yes, what is the justification?

Is it absolutely essential?

What relevant authority units will be supporting teams on the 
ground?

Do the benefits outweigh the risks – have you made a 
determination based on a comprehensive assessment of 
security and safety issues and potential perceptions of UNICEF 
and its personnel if you send a UAV into this context?



7

Innocenti Research Brief 2018-21

Tick  = 
Yes 
Cross = 
No

Questions Comments 

Have you set up systems to avoid recording any information 
that would present a security threat to individuals and groups if 
intercepted?

Have you adopted approaches that minimize the resolution of 
visual data captured (e.g. maximizing the distance between 
object and visual imaging technology) to ensure the lowest 
resolution while maintaining the value of the data captured?

Irrespective of context, have you planned to engage with the 
communities in the visible path of the UAV and/or to notify and/
or discuss the launch of the UAV? 

Are you intending to launch and land the UAV from the location 
to be surveyed?

If landing is to be remote at a different location, is there a plan 
for having a recovery team available at the remote site so that 
the UAV (and data collected) does not fall into the hands of the 
wrong people?
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